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Why Software Is Eating The World

By MARC ANDREESSEN

August 20,2011

This week, Hewlett-Packard (where I am on the board) announced that it is exploring
jettisoning its struggling PC business in favor of investing more heavily in software,
where it sees better potential for growth. Meanwhile, Google plans to buy up the
cellphone handset maker Motorola Mobility. Both moves surprised the tech world. But
both moves are also in line with a trend I've observed, one that makes me optimistic
about the future growth of the American and world economies, despite the recent

turmoil in the stock market.
In short, software is eating the world.

More than 10 years after the peak of the 1990s
dot-com bubble, a dozen or so new Internet
companies like Facebook and Twitter are
sparking controversy in Silicon Valley, due to

their rapidly growing private market
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valuations, and even the occasional successful

Digital dependency:
If Software is eating the world,
are we safe ?




Ready for the Digital Dependency?

A
Security Function
[+ skills, competences]

- tipping
point
0
/.
Science
Push
Bw—




e-YnpasneHue

+

e-ycnyru

CurypHa, HageXXAaHa U YCTOMUMBA
AUTNTaZIHa eKOCUCTEMA
(= Knbep npocrpaHcTso)
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[loaxoa v NpUHUUNK

* AHra)xupaHe Ha BCUYKU 3aUHTEPeCcoBaHU CTPaHMU

AbpXKaBHU, BU3HEC N MHAYCTPUSA, aKaJeMUYHaA U U3C/1Ie]0BaTe/ICKa
0B HOCT, rpa*kAaHn N HENPaBUTENCTBEHU OpPraHM3aLum

* CrparteruaTta cneasa MeToauKuTte U 3agageHute pamku ot EC, HATO n
CBEeTOBHUTE OpraHuU3auumn, mexXayHapoaHu CTaHAApPTH;

* Busua 3a passutue Ha bbvarapua ao 2020 r Ha Tpu eTana

OT: ba3oBa KnMbep CUTYPHOCT U ,,Knbep xurneHa” - npeogonaBaHe
Ha OCHOBHW YA3BMMOCTM B KPUTUYHU 33 AbPrKaBaTta U
obuectBoto KMUC 1 nsoctasaHeto B EC u HATO

J[10: 3pAno cbCTOAHME Ha KMBEp YCTONUYMBOCT (BK/IIOYUTENHO U
CpeLly HeNo3HaTW aTaku) U BoAELLLA U MHOBAaTUBHA PONA B
HAKOJIKO CbBPEMEHHUM HanpaBAeHus;

* [lpegnoXeHnAT mogen e cbraacyBaH U NogKpeneH oT Boaewm
MeXAYyHapoaHW cneunannctm B obnactra Ha Kubep curypHocTTa u
Knbep otbpaHaTa, KAaKTO U C NAaPTHbOPCKUTE opraHm3aumm ot HATO, EC
N OT AbPXKaBUTE C HaM-pa3BUTa cuctema 3a Kmbep 3awmTta (CALL,
Huaepnangma, BenmkobputaHua, lepmaHmsa) - KaTo OCHOBHO HETroBO
NPeaMMCTBO € nNpm3HaTaTa My PYHKLMOHA/IHA YCTOMYMBOCT Ha Ha3aTa
Ha MpPeXOoBUA Noaxoa 1 pasnpeaesieHn Pecypcu, KAaKTO U Bb3MOXKHO
Han-6bpP30TO My peanmsnupaHe N MKOHOMMUYHOCT OT r1egHa TOYKA Ha
dbnHaHCcOBU pecypcu.
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Busna: Knbep ycronumsa bvarapua 2020

Maturity &
Leadership

Growth
2018 - 2019

@ 2020 + S




06u1,a CTPYKTYpa

Bbvarapua B cbBpeMeHHOTO Kubep NpoCcTpaHCTBO

1.1 JnrntanHa 3aBUCMMOCT, 3an1axm U KNbep CUrypHoOCT
1.2 MpeansBUKaTENCTBA, PUCKOBE N Bb3MOXKHOCTHU
2 Busua ,,Kubep ycroirumsa bvarapua 2020
2.1 CtpaTternyecku uenu
2.2 dazu
2.3 Moaxop, - 0bLwo ycuame, OpUEHTUPAHO KbM Pe3yITaTH
2.4 bbarapua — HagexaeH MexxayHapoAeH NapTHbOP 3a CUTYPHOCT

N YCTOMYNBOCT Ha KMbep NpoCTPaHCTBOTO
3 MpuHUMNK
4 O6nactu Ha geucTeme, Lenm nu Mepku
5 PeanusunpaHe, KOHTPOA U aKTyanusauma

[MpunoxeHune 1: SWOT aHanun3 3a CbCTOAHMETO N NpeaAnu3BUKaTe/ICTBaTa npes,
Bbnrapua B Kubep NnpocTpaHCTBOTO

MpunoxeHune 2: ®asu (M NbTHa KapTa) 3a peanmsmnpaHe Ha cTpaTernarta

®a3za 1: MHMUuMMpaHe K nocTuraHe Ha 6a30B KanauuTeT 3a Knbep curypHoct (2016-2017r.)

da3a 2: PasBuTHE — OT KanaumuTeT KbM cnocobHoctn (2018-2019r.)

®aza 3: 3psano n kubep yctonumeo obuwectso (2020 +r)

MpunnoxeHne 3: PeyHuK



O6nacTn Ha AenUCTBUE, LN N MEPKM

4.1

4.2

4.3

4.4

4.5
4.6

4.7
4.8

4.9

YcTaHoBABaHEe U pa3BMTME Ha HalMOHa HaTa cuctema
33 KNbep CUrypHoCT 1 YCTOMYMUBOCT

MperkoBaTta N MUHOOPMALIMOHHA CUTYPHOCT —
dyHAaMeHT Ha Knbep ycToM4nMBOCTTa

MopobpaBaHe Ha 3aWMTaTa U YCTOMYMBOCTTA HA
AUTUTANHO 3aBUCUMUTE KPUTUYHU MHPPACTPYKTYPU

[MopobpsBaHe Ha B3aUMOAENCTBMETO MEKAY
AbprKaBa, busHec n obLLEeCcTBO

Pa3Butne n nogobpsasaHe Ha pery/siaTopHaTa pamMmKa

3acusBaHe Ha NPOTUBOAELNCTBNETO Ha Knbep
NPecTbNHOCTTa

Knbep otbpaHa v 3alMTa Ha HALUMOHAIHATA CUTYPHOCT

[MoBULLaBaHe Ha OCBEAOMEHOCTTa, 3HAaHMUATA U
KOMMETEHTHOCTUTE U Pa3BUTUE HA CTUMYIMpPALLA
cpeaa 3a n3cneaBaHusa U MHoBaUWM B 0bnacTTa Ha
Knbep cUrypHocTTa

MeXayHapoaHO B3aMMOAENCTBUE
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O6nacTn Ha AenUCTBUE, LN N MEPKM

4.1 YcTaHOBABaAHe U Pa3BUTUE Ha HAUUOHA/IHATa CUCTEMa 34d KM6€p
CUTYPHOCT U YCTOUUYNBOCT

4.1.1 HaunoHaneHn CobBeTt no Knbep ycronumnsoct (CKY)

4.1.2 Cb3gaBaHe Ha Mmperka U CTPYKTypa 3a KoopAMHaLUMA HA ONepaTUBHO HUBO
(HKOMKC)

4.1.3 HaumoHaneH koopanHatop no knbep curypHoctta (HKKC)

4.1.4 YcTaHoBABaHe Ha HaumoHanHa cuctema 3a ynpasaeHue npu Knbep Kpusm

4.1.5 NMoBuwaBaHe Ha PONATA U OTTOBOPHOCTUTE HA AbPXKAaBHUTE OPraHu u
CTPYKTYpPU, N HA BCUYKU 3aUHTEpPecoBaHU OpraH1M3aumm n anuya

4.2 Mpey(osaTa nu MH(I)OpmaLI,MOHHa CUTYPHOCT — d)pr,aMEHT Ha KVI5ep

YCTOUYUBOCTTA

4.2.1 MocTturaHe Ha BUCOKO 0610 HUBO HA MpeXoBa U MHPOPMALLMOHHA
CUTYpHOCT

4.2.2 NMoBuwaBaHe HA CUTYPHOCTTA HAa CUCTEMMUTE 3 €/IeKTPOHHO ynpas/ieHue,
KOMYHUKALUOHHUTE N UHPOPMALMOHHUN CUCTEMU HA AbPIKABHUTE
MHCTUTYLUUN U AMUHUCTPALUA

4.2.3 AHra)xupaHe Ha YacTHUA CeKTop B nogobpasaHe Ha MUC

4.3 NopobpAaBaHe Ha 3awWMTaTa U YCTOMYMBOCTTA Ha AUITUTAJIHO

3aBucmmutTe KpUtTU4HU VIHd)paCprKTypVI

43.1 MoanobpaBaHe Ha B3aMMOAENCTBMETO MEXAY AbpKaBaTa U onepaTopuTe Ha
KPUTUYHU MHPPACTPYKTYPMU

4.3.2 Passutne n mogepHmM3sauma Ha CUCTEMUTE 3a yrpaB/eHMe U 3alWmMTa Ha
KPUTUYHU NMHPPACTPYKTYPU

4.3.3 CBoeBpeMeHHO pa3wiupABaHe Ha 06xBaTa Ha AeNCTBUATA 3a 3aL4MUTA HA

HoBUTe 06/1aCTU HA KNbep NPOCTPAHCTBO



e-YnpasaeHue = CUCTeMA-OT-CUCTEMU

(HaumoHanHa) Cuctema 3a KMbepcurypHoOCT =
CUCTEMA-OT-CUCTEMM

* HenpeKbCHAT MOHUTOPWUHI Ha HALUMOHAHA
Kubep-KapTnHa (cMtyauMoHHa ocBeA0MEHOCT) C
NPoeKUuA Ha KN6ep-CbCTOAHMETO BbB BCUYKM
CErMEHTU Ha ynpasneHne N pyHKUMOHUPAHE Ha
AbprKaBaTa, MKOHOMMKATa M 06LECTBOTO;

e OnepaTMBHA OLIEHKa HA CTENEHTA Ha 3anaaxa u
ocuUrypsiBaHe Ha KOOPAUHUPAH OTFOBOP U

OOmC mEC o
________ NnpPeBaHTUBHU AEACTBUA;
NCSCON -y * KoopauHupaHa 3aluTa n npeaoTBpaTaABaHe Ha
) Kubep Kpusm, 3annaxu ot xubpuaeH xapakrep
[EEPOEE 2> (knbep nam xmbpuaHu BONHM)

e, —
e —— e — — —

* OcurypsaBaHe Ha yctonumsocT Ha KNC/UKT
CUCTEeMUTE 3a CpaBsHE C KPU3UCHU U 6eacTBEHM
CUTYaL MM OT pas/IMueH XapaKTep;

* PasnpegeneHu oTroBOPHOCTU, aBTOHOMHOCT,
obeguHABaHe U cnogensHe Ha pecypcuTe,
BK/IIOYMTENIHO N OT HEMPABUTENCTBEHU CTPYKTYPY;

CON S



4.4 NMopobpaBaHe Ha B3aMMOAENCTBUETO U CMOAENAHETO Ha
nHbopmaumna mexay AbprkaBa, busHec n obuwecTso

4.4.1 YcrtaHoBABaHe Ha eHEKTUBHU MEXAHN3IMMU 33
cnogenaHe Ha MHPOPMALMA U aHFaXXUPAHOCT  Ha BCUYKMU
3aK pecosaHn nmua

P S . . . L.
R 7 ISAC (Information Sharing and Analysis Centers/Organizations)

1 7

4.4.2 Pa3BuTHe Ha nHAYCTPUANEeH TeEXHO0rUYeH
KanaumTeT U CNoAeneHmn cnocobHOCTH

, , Cb30asaHe Ha e(hbekmuseH MexXaHU3bM 3a CcriodesAaHe Ha pecypcu, Kanayumem u

. Q,Q S/ crnocobHocmu mex0y Yacmmrus, nybauyeH u akademuyeH cekmop Ha bazama Ha

© "~/ 83aumeH uHmepec u 0bwa 8u3ua U cmpameaus 3a pa3eumue — omyumaHe Ha

! y usnpesapsaw,ama possa 8 MexHosM02u4YHO OmHoweHue Ha busHeca u Heobxooumocmma
N 30 Cb30a8aHE HA CbOMBemMHa cpeda 3a pazsumue u rnoornomazaHe om 0bpxasama u
npozpamume 3a UHMesnueeHmMeH pacmex  u passumue

N
N
Y22
<

£ 443  DOKyC BbPXY MasKua U cpeeH busHec

o 4.4.4 YctaHoBABaHe Ha 06LIa KOMYHUKALUMOHHA 5
cTpartervs 3a UHGOPMMUPAHOCT OTHOCHO KMbep  Bb3AEMCTBUA U
NpPOTUBOAENCTBUA

-
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Q 4.4.,5 CwurypHa, cBoboaHa M HageXaHa UHTEPHET cpena
// Ny 0 / I



NIS Directive (EU, EP)

OUPEKTUBA HA EBPONENCKUA
MAPTAMEHT U HA CbBETA oTHOCHO
MEPKW 3a rapaHTUpPaHe Ha BUCOKO
0610 HMBO Ha MpPeXKOoBa U
nHpopmaymMoHHa curypHocT B Cbto3a

EU General Data Protection
Regulation (GDPR)

May 2018

EC Directive 2016/1148/EU — Network
and Information Security
» Obligations for member states: adoption
of a national strategy for NIS &

identification of operators of essential
services

» Obligations for operators of essential
services and for digital service providers

* Implementation deadline: 9 May 2018
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your Security
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Breaches
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The cybersecurity market, one of the fastest growing markets in the ICT sector,
yields huge economic opportunities. Strenatheninag the EU's cybarsecurity industry

ooy The Public-Private Partnership (PPP) on cybersecurity

citizens and t
Single Market

The European

To strengthen EU's cybersecurity industry, the European Commission will establish a

products and ¢ contractual Public-Private Partnership (PPP) on cybersecurity, as envisaged in the
fragmented, 3 pyinital Single Market Strategy.

companies are
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businesses a1 He aim of the PPP is to stimulate the European cybersecurity industry by:
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bringing together industrial and public resources to improwve Europe's industrial
policy on cybersecurity, focusing on innovation and following a jointly-agreed
strategic research and innovation roadmap

helping build trust among Member States and industrial actors by fostering
bottom-up cooperation on research and innowvation

helping stimulate cybersecurity industry by aligning the demand and supply for
cybersecurity products and services, and allowing the industry to efficiently elicit
future requirements from end-users

leveraging funding from Horizon2020 and maximizing the impact of available
industry funds through better coordination and better focus on a few technical
pricrities

providing visibility to European RE&I excellence in cyber security and digital privacy.

The PPP will build on the Strategic Research Agenda (SRA) in the area of secure
information and communication technologies (ICT), developed by the NIS Platform
and published in September 2015.
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4.8 MoBulIaBaHe HAa OCBEAOMEHOCTTA, 3HAHMATA U KOMMNETEHTHOCTUTE U
pa3BUTME Ha CTUMYAMpPALLA CPeaa 3a U3cneaBaHMs U MHOBaLMKM B 061acTTa Ha Knbep
CUTYPHOCTTA

Llen 1: B1COKa 0CBEAOMEHOCT Ha BCUUYKU Lie/IEBU rPYyNU U 3aMHTEPECOBaHU CTPaHU N eAHAKBO
pa3bupaHe 1 oueHKa 3a 3anaaxuTe BbB BPpb3Ka C HapacTBalwata Bceobula AUrMTanHa
3aBMCUMOCT U HEOBXOAMMOCTTa OT aZleKBaTHU MEPKM Ha BCUYKM HMBA 33 MNOCTUraHe Ha
MHPOPMaALMOHHA U KMbep CUTypHOCT, pa3BMTUe Ha 0b6LLa Knbep KyaTypa.

Llen 2: BKitoyBaHe Ha acNeKkTU Ha KNbepcurypHocTTa U npuaobmnBaHe Ha afleKBaTHU
KOMMNETEHTHOCTU BbB BCUUKU HUBA U GOopMU Ha 06pa3oBaHMe U 0byyeHUe 1 cb3gaBaHe Ha
cneuyanucTi, NoAroTBEHN Kaapu 1 TNaepu 3a CUTypHO U YCTOMUYMBO Pa3BUTUE Ha AUTUTaIHATa
MKOHOMMWKaA, OBOLLLECTBO M AbPrKAaBHO ynpassieHne B uMdpposaTa epa.

Llen 3: Cb3gaBaHe Ha 61aronpuATHa cpeaa 3a PasBUTUE HA U3CNeABaHUATA U MHOBATUBHMU
NMPUNOXKEHMA U NpeBpbLLAHETO Ha Bbarapusa BbB BogeL, LEHTbP 3a pa3paboTBaHe Ha/g!nﬁep

7z 1

ycTOMuMBM cuctemm Ha 6baeLero. o

4.8.1 OcBegomeHOCT, 0bpa3oBaHue n obydyeHue S S
4.8.2 N3cnhenBaHunA, HOBaAUMN U AUTUTANHO NINOEPCTBO R i



“If you are not part of the solution,
you must be part of the problem”

Attributed to: Eldridge Clever (1969);
African proverb, others



NNAH 3A AEACTBUE: C BALLETO AKTUBHO YYACTUE!

www.CyberBG.eu

Dr. George Sharkov
National Cybersecurity Coordinator (Security Council BG), Adviser MoD
g.sharkov@mod.bg ; g.sharkov@government.bg

ESI CEE Director, CyResLab gesha@esicenter.bg
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